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— Disclaimer —

The current affairs articles are segregated from prelims and mains perspective, such
separation is maintained in terms of structure of articles. Mains articles have more
focus on analysis and prelims articles have more focus on facts.

However, this doesn’t mean that Mains articles don’t cover facts and PT articles can’t
have analysis. You are suggested to read all of them for all stages of examination.
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ANALYSING A GENDER PERSPECTIVE IN
SUSTAINABLE SANITATION

CONTEXT

With reference to sustainable development goals (SDGs) by 2030, India needs to achieve access to adequate and
equitable sanitation and hygiene for all and end open defecation, paying special attention to the needs of women
and girls and those in vulnerable situations.

© BACKGROUND

o While the topic of women and water, sanitation and
hygiene is a widely accepted concern, it continues
to be an issue in developing countries with serious
consequences.

o Women, despite having a high demand for
safe toilet facilities, continue to practise unsafe
sanitation.

e In this context, the Government of India launched
the Swachh Bharat Mission (SBM), which envisages
the implementation of the infrastructure of water
& sanitation and makes India Open defecation
free (ODF).

o Though the SBM is a people’s movement for
improving health and hygiene, still there are
instances that girls and women face a situation
where access to sanitation facilities is not easy and
even it is unsafe.

e Asgender is an important notion in sanitation and
hygiene, there is no doubt that women can help
to drive change and bring about lasting change
as the Jan Andolan of swachhta, health, and
sanitation gains momentum.

o The situation makes it important to have measures
for strengthening and effectively implementing a
sanitation policy and other programmes to address
gender power relations.
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Women, Sanitation and Swachh Barat

Abhiyan

e Gender sensitive objective: The Swachh
Bharat Grameen Phase I guidelines (2017) state
that “requirements and sensitivities related to
gender, including dignity and safety issues,
are to be taken into account at all stages of
sanitation programmes from planning to post-
implementation.”

e Guidelines w.rt gender dimension: The
department of Drinking Water and Sanitation
released the guidelines, recognising the gender
dimensions of sanitation in India. It emphasised
not only the need for women's participation
in planning and implementation of sanitation
interventions but also “their leadership in
SBM-G committees and institutions”.

e Guidelines to States: The states were
accordingly expected to ensure adequate
representation of women in the village water
and sanitation committees (VWSCs), leading to
optimal gender outcomes. The SBM-Grameen
guidelines (Phase I) specifically recommended
that 50 per cent of the members of VWSCs
should be women.

e Women for behavioural change: The
government has also very effectively used over
8 lakh swachhagrahis, mainly women, who
for small honorariums work to push through
behavioural change at the community level.

® ANALYSIS

How the role of women is changing?

o Over the last two decades, the gender landscape
in urban and especially in rural India has slowly
changed, bringing women to the cusp of a powerful
social and political revolution.

o The harbinger of this change is a unique policy
experiment in village-level governance that has
transformed the weakest of the weak and poorest
of the poor: women in rural India.
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The Constitution (73 Amendment) Act
e In 1993, India amended the Constitution to

e A third of seats on every village council were

e The vision was that these women-headed

accommodate Panchayati Raj—which effectively
means village self-governance—and legislate
previously non-binding rules. It introduced a
three-tiered structure at the village, block, and
district levels.

reserved for women.

councils would bring greater transparency and
governance.

o]

However, the situation has not changed much for
all and especially in terms of sanitation.

Role of Women in achieving goals of Swachh
Bharat

o]

In Jharkhand, trained women masons built over
15 lakh toilets in one year, and helped the state
achieve its open defecation free (rural) target.

The India Sanitation Coalition has helped link
micro-finance with self-help groups run by women
for sanitation needs. Increasingly, interventions
with these groups which drive livelihoods can
be designed to produce income and well-being
impact with water, sanitation, and hygiene (WASH)
programmes.

The government has also very effectively used
over 8 lakh swachhagrahis, mainly women, who
for small honorariums work to push through
behavioural change at the community level.

Case Study: Uttara Thakur, a differently-
abled panchayat head from Chhattisgarh, was
determined to improve sanitation services in her
village. She went door-to-door to motivate people
to use toilets. Her contagious spirit mobilised the
whole village to join hands and become open-
defecation free.

Main Kuch Bhi Kar Sakti Hoon, a Doordarshan
TV series promoted by PFI, used entertainment-
education around safe and sustained sanitation
practices to improve people's awareness and
promote shifts in social and gender norms around
the use and maintenance of toilets. This reached
200 million viewers, nearly 45 per cent of whom
reportedly took some action or promised to.

What is Swachh Bharat Abhiyan?

e Swachh Bharat Abhiyan is one of the most
popular and significant missions in the History
of India. This campaign was introduced by
the Prime Minister, Narendra Modi, and was
launched on 2nd October 2014 to honour
Mahatma Gandhi's vision of a clean country.

¢e[)ISCORE

Swachh Bharat Mission (Urban) 2.0

e The government in the Union Budget 2021
allocated Rs 1, 41,678 crores for the Swachh
Bharat Mission (U) 2.0. The components of
SBM-Urban 2.0 are:

» New component — Wastewater treatment,
including faecal sludge management in all
ULBs with less than 1 lakh population

» Sustainable sanitation (construction of
toilets)

» Solid Waste Management

» Information, Educationand Communication,
and

» Capacity building

What are the Challenges Involved in Gender
and Sanitation?

As per the census 2011, more than fifty percent of
India’s population defecated in the open, and recent
data showed that about 60% of rural households and
89% of urban households have access to toilets.

o Weak Participation and Proxy for men: In
practice, the promoters of swachhta rarely
encourage women to participate in water and
sanitation committees, which does not guarantee
their participation.

» Further, the age, position in the family, and
societal and cultural barriers for females
are some of the factors that determine the
participation of women in sanitation decision-
making.

o Gender-Based Sanitation Insecurity: There
is a disproportionate burden faced by women
especially shortage of or the non-availability of
sanitation facilities that can be also called “Gender-
based sanitation insecurity.”

» The desire for privacy during bathing and
defecation is different in the case of girls and
women than men.

» Thus, the non-availability of proper sanitation
facilities creates a helpless situation for females
and leads to the risk of faucal-orally transmitted
diseases, urogenital tract infections, urinary
incontinence, and chronic constipation.

o Risks Involved With Open Defecation: Women
face threats to their life and feel unsafe while
seeking a toilet facility or while going out for open
defecation.

» This leads to the consumption of less food and
water by the women to minimize the need to
exit the home to use toilets.

I www.iasscore.in I
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» The risk involved with feeling unsafe while
searching a place to go often to the toilet after
dark or early in the morning; and dropping out
of school at the onset of menstruation due to a
lack of safe and private disposal facilities.

Taboo: Menstrual hygiene education is a taboo in
India. Women find it difficult to openly ask for sanitary
products from a male family member. Women,
especially in rural areas, are confined to their homes
and depend on male or elderly female household
members for procuring sanitary products.

What measures are required?

o Ensuring Behaviour Change: Information,
education, and communication, which aims at
behaviour change of the masses, is key to the
success of the Swachhta mission 2.0.

» Swachh Bharat Mission 2 .0 speaks of sustained
behavioural change while embarking on the
newer agendas of sustainable solid waste
management and safe disposal of wastewater
and reuse.

» A proactive SBM messaging that reflects major
transformations, attempting to popularise and
portray stories of women groups will create the
much-needed social ripple that would inspire
women to take complete charge.

o Linking Sanitation & Hygiene With Livelihood:
The India Sanitation Coalition has helped link
micro-finance with self-help groups run by women
for sanitation needs.

» Such interventions with these groups should
be promoted to drive livelihoods and produce
income and well-being impact with the water,
sanitation, and hygiene (WASH) programs.

o Monitoring Gender Outcomes: A national
monitoring and evaluation system to track and
measure gender outcomes in SBM is necessary.

» Several researchers in this space have
commented that gender analysis frameworks
have a long history in development practice.

» We can learn from these frameworks to support
design, implementation, and measurement
that can bridge the gender equality gap in
sanitation.

» There is a need for effective communications
and training programs to build the capacity of
stakeholders on gender targeting, both on the
supply and demand sides of interventions.

Is right to water and sanitation is
fundamental?

o World Health Organization (WHO): The right to
water and sanitation is recognized as fundamental
to attaining all other human rights.

o UNGA on Sanitation: The UN General Assembly
adopted two resolutions, one in 2010 and the
other in 2015, which recognised human rights to
sanitation and clean water. The 2015 resolution
especially pressed on sanitation and called
upon states to ensure women's proportionate
participation in decision making related to
sanitation management and practices.

® CONCLUSION

The sustainable development goals require India “by
2030, to achieve access to adequate and equitable
sanitation and hygiene for all and end open
defecation, paying special attention to the needs of
women and girls and those in vulnerable situations.”
Ensuring that women and girls have an equal role
in the design, management and monitoring of
the WASH ecosystem can be a strategic gender-
mainstreaming practice that empowers women and
girls while improving WASH outcomes.

*kkkkkkkkk
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INDIA AND SRI LANKA RE-INJECTS PRAGMATISM
INTO BILATERAL RELATIONS

CONTEXT

With the participation of the Indian Air Force Chief and 23 aircraft in the three-day event in Colombo to mark
the 70th anniversary of the Sri Lanka Air Force (SLAF), India sought to reaffirm its strong defence cooperation

with Sri Lanka.

® BACKGROUND

o]

In recent months there have been escalating
tensions between India and Sri Lanka, with New
Delhi on the receiving end of a series of diplomatic
blows from its smaller neighbour.

Despite Indian efforts at appeasing the island
state’s government, the straggling relationship
across the Palk Strait has suffered new setbacks-

» The Eastern Container Terminal at Colombo's
port saw almost 70% of its traffic come from
India and was a key outpost for New Delhi's
export economy.

o After years of painstaking negotiations,
a $700 million deal, a tri-nation MoC
(memorandum  of  cooperation), for
developing the Colombo Port’s Eastern
Container Terminal (ECT), was settled
between Sri Lanka, Japan and India.

e But Colombo withdrew its consent from the
deal.

Sri Lanka has since announced that its Cabinet
has cleared a proposal from the Adani Group —
the Indian partner identified by New Delhi — and
a Japanese firm — to be proposed by Tokyo — for
trilateral development of the Western Container
Terminal (WCT) in the same port-front.

The recent participation participation of the
Indian Air Force Chief and 23 aircraft is a positive
development.

®© ANALYSIS

What is ‘Priority One’ assurance?

[°]
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By reciprocating Sri Lanka’s past declaration of
following an ‘India First" foreign policy, India
has now said that the southern neighbour is the
nation’s ‘Priority One’ defence partner.

India also reiterated the assurance of fullest
cooperation in the field of defence and security.

The statement underlined that the participation of
the Indian Air Force and Indian Navy aircraft and
personnel in the 70th Anniversary celebration of
the SLAF is indicative of the growing cooperation,
camaraderie and friendship between the Armed

Forces of the two nations.

» A total of 23 Indian Air force (IAF) and Indian
Navy aircraft will also partake in the event.

e The Indian aircraft participated in these
events include Advanced Light Helicopter
(ALH) Sarang which will perform an
aerobatic display, Surya Kiran planes, Tejas
fighter jet, Tejas trainer jet, and Dornier
maritime patrol aircraft.

Why Sri Lanka assumes significance for
India?

(]

Strategic geopolitical relevance: Sri Lanka’s
strategic location makes it a crucial partner for all
countries in the region.

Sri Lanka has a list of highly strategic ports located
among busiest sea lanes of communication.

» The Lloyds list state Sri Lanka's Colombo Port
is the 25th busiest container port in the
world.

Colombo Port is the largest and busiest port in
Sri Lanka. Located on the southwestern shores on
the Kelani River, it serves as an important terminal
in Asia due to its strategic location in the Indian
Ocean.

The island nation is also strategically important
to India in terms of its Indian Ocean strategy and
in terms of networking of partners for her aims of
establishing an Indian Ocean Rim Community.

For the Indian Navy, it is important as the switching
of naval fleets from the Bay of Bengal to the
Arabian Sea and vice versa the fleets have to take
a round of Sri Lanka.

The Beijing factor

Sri Lanka's growing Chinese influence has swayed the
Indo-Lanka relationship significantly.

(0]

Infrastructure projects: In the last 15 years, China
has invested heavily in Sri Lanka’s infrastructure
projects, triggering panic in New Delhi. China has
its footprints everywhere. Hambantota port in
the deep-south to Colombo International Financial
City (CIFC) is being built on the land reclaimed

I www.iasscore.in I
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from Indian Ocean.

o Tagging the island state on BRI: Geostrategic
significance of Sri Lanka is determined by its ports,
the entry points to the island. China strategically
carved its path years ago, tagging Sri Lanka along
with its larger strategic mental map, the Belt and
Road Initiative (BRI).

o Building modern ports: China is building state of
the art gigantic modern ports all along the Indian
Ocean to the south of it, in Gwadar, in Pakistan,
in Chittagong, in Bangladesh, in Kyauk Phru, in
Burma, in Hambantota, in Sri Lanka. Post 2015,
Sri Lanka still relies heavily on China for Port city
project and for continuation of Chinese funded
infrastructure projects in Sri Lanka.

What India needs to do?

o India needs to pay attention towards improving
relations with regional power centers and leverage
its economic and soft power strengths to optimise
diplomatic output even as its global grandstanding
is on.

e Additional involvement of the corporate and
business sector, education and information
technology are some potential areas of greater
interaction.

e India’s foreign policy goals need to be motivated
by realism rather than ideals such as democracy
promotion. At last, India must remain a zone of
peace in the Indian Ocean.

Conclusion

To conclude, India and Sri Lanka have injected
pragmatism into bilateral relations, which began
disappearing after China's entry through the
Hambantota port deal a decade ago. Now, there is
greater understanding of India’s strategic concerns
and what Sri Lanka seems to perceive as ‘commercial
transaction’. This could mean that after a brief hiccup,
if it came to that, the two nations would be able to
take forward bilateral relations, independent of the
Indian decision on the UNHRC vote, and Sri Lanka'’s
greater reliance on China for the purpose.

*kkkkkkkkk
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SAKSHAM CAMPAIGN

CONTEXT

Recently, the Ministry of Petroleum and Natural Gas launched the month-long fuel conservation awareness
campaign Saksham.

® BACKGROUND

o Fuel conservation has become highly important in

the present scenario.
On the one hand, the petrol prices are for the first
time, touching Rs. 100.

On the other hand, India’s oil imports are expected
to rise to 90% by 2030 and 92% by 2040, as per the
India Energy Outlook report, 2021.

(Sanrakshan Kshamta Mahotsav)” and getting
conducted for a month.

o This year the campaign launched on 16th January

2021.

India Energy Outlook report, 2021

India at present is the fourth-largest global
energy consumer behind China, the United
States and the European Union.

India accounts for nearly one-quarter of global
energy demand growth from 2019-40 — the
largest for any country. Its share in the growth
in renewable energy is the second-largest in
the world, after China.

India will overtake the European Union as the
world's third-largest energy consumer by 2030.

Energy use (in India) has doubled since 2000,
with 80 per cent of demand still being met by
coal, oil and solid biomass.

® ANALYSIS

What is Saksham Campaign?

[c]
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It is a month-long awareness campaign launched
by the Petroleum Conservation Research
Association (PCRA).

The Saksham campaign aims to create awareness
about fossil fuels by highlighting the adverse
health and environmental impacts of fossil fuels.

It mentioned the advantages of switching to
cleaner fuels and bring in behavioural change to
use fossil fuel more intelligently.

The campaign included various Pan-India activities
such as cyclothon, farmer workshops, seminars
etc.

The awareness campaign was started as an Oil
Conservation Week in 1991.

Later in 1997, the program was converted into an
Oil and Gas Conservation Fortnight.

From 2017 onwards, it was renamed as “Saksham

About Petroleum Conservation Research
Association (PCRA)

e Petroleum Conservation Research Association
(PCRA) is a registered society set up under
the aegis of Ministry of Petroleum & Natural
Gas, Government of India.

e As a non-profit organization, PCRA is a
national government agency engaged in
promoting energy efficiency in various sectors
of economy.

o Key-objectives:

» PCRA aims at making oil conservation a
national movement.

» As part of its mandate, PCRA is entrusted
with the task of creating awareness amongst
the masses about the importance, methods
and benefits of conserving petroleum
products & emission reduction.

» It sponsors R&D activities for the
development of fuel-efficient equipment
/devices and organizes multi-media
campaigns for creating mass awareness for
the conservation of petroleum products.

» To take the message to the people, PCRA
uses all possible and effective media for
mass communication.

» To give impetus to the oil conservation
movement, PCRA utilizes various platforms
like the World environment day, World
energy day, various festivals etc.

» It functions as a Think Tank to the
Government of India for proposing policies
and strategies on petroleum conservation
and environment protection aimed at
reducing excessive dependence on oil.

» For the benefit of various target groups
of petroleum products, PCRA has
developed literature containing simple
ready to implement conservation tips and
techniques.

I www.iasscore.in I
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o Special low cost green leaflets have
also been developed to educate the
masses on the ill effects of pollution
caused due to incomplete combustion
and its impact on health.

Level of fuel usage in India

(0]

According to the Ministry of Petroleum and
Natural Gas, India imported 270 Million Metric Ton
of crude oil worth $120 billion in 2019-20 alone.

Major consuming sectors: The sectors such as
transport, industry, household and agriculture
are four major sectors that consume the bulk of
petroleum.

» Transport sector: The transport sector is the
largest consumer (50 per cent) of petroleum
products in India. They mainly consume
petrol and high-speed diesel. Road transport
accounts for about 37 per cent of the total oil
consumption.

High-Speed Diesel (HSD) and Light Diesel Oil
(LDO)

HSD is normally used in high-speed diesel
engines (runs above 750rpm). Such as
commercial vehicles, stationary diesel engines,
locomotives, and pumps etc.

LDO is used in slow-speed diesel engines (below
750 pm). Generally, it is used in Lift irrigation
pump sets, Diesel Generator (DG) sets etc.

» Industries: They consume about 16-20 per
cent of the total oil products.

» Agriculture sector: High-speed diesel and
light diesel oil are the main petroleum products
consumed in the agriculture sector. Apart from
that, Naphtha is primarily used to produce
fertilizers.

» Household: Kerosene and LPG are two major
oil products used in the domestic sector. It is
generally consumed for cooking and heating
in urban and semi-urban areas.

Important facts on fuel

Any substance which upon combustion
produces a usable amount of energy is known
as fuel. For example: fossil fuels, biogas, nuclear
energy, etc. Fossil fuels include coal, natural gas
and oil.

» Coal is a combustible rock that is black
in color. It runs in veins through the rock
beneath the surface of the Earth.

» Natural gas is a form of methane. It
gets trapped in pockets where plant
decomposition has occurred.

» Crude oil, a liquid composed mainly of
carbon and hydrogen, is often black, but
exists in a variety of colors and viscosities
depending on its chemical composition.

What is the need to conserve fuel?

(0]

Environment conservation: Fuel conservation
promotes environmental health.  Lower fuel
usage will reduce nitrogen oxides, carbon dioxide,
Sulphur dioxide, ozone, and other hydrocarbon
emissions.

Reducing effects of climate change: Further fuel
conservation will reduce the total energy demand
and production, reduce greenhouse gases,
resulting in fewer oil spills, and fewer mining
activities. Overall, fuel conservation will reduce the
effects of climate change.

Budget friendly: Fuel conservation will save
money and reduce the oil import bills of India. Fuel
conservation will reduce the overall net crude oil
imports and save India’s Forex reserves.

India Energy Outlook 2021 has mentioned India
as the world's second-biggest net oil importer
after China. As per this report, India is currently
importing about 76% of its crude oil needs.

o Increase in energy sustainability: As fossil fuels

like oil are non-renewable and depleting around
the globe, its conservation will expand their
availability for a longer period of time. Along with
the research on alternative energy sources, energy
sustainability can be ensured.

Easy escape from political vulnerabilities: Fuel
conservation will reduce India’s dependence on
politically vulnerable Middle Eastern region.

Israel and Arab nations conflict, etc.

Middle Eastern region at present holds 48.3% of
global oil reserves. But the region is vulnerable to
various conflicts such as the Sunni-Shia conflict,

o]

Better replacement: Fuel conservation will help
in reducing peak oil demand. Apart from that,
shifting towards clean energy alternatives can
further reverse the end of the oil age theory.

End of the oil age theory

The end of the oil age is the theory first
formulated in 2005.

According to it, oil age will end due to the fall
in production of oil and its non-replacement
along with skyrocketing prices.

nl www.iasscore.in I
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e But the theory was reversed recently after the
US Shale gas revolution and the emergence of
Electric vehicles after Paris Climate Summit.

Important Government initiatives to

conserve fuel

The government introduced various policies aimed
towards fuel conservation. Such as fuel efficiency
norms for Heavy Commercial Vehicles and Light and
Medium Commercial Vehicles.

o LPG Panchayats: This scheme aimed at
encouraging rural communities to turn to clean
fuels instead of fossil fuels.

o Ethanol Blended Petrol (EBP) Programme: The
government in 2003 introduced the EBP program.
The programme aims to promote the use of
alternative and environment-friendly fuels and
reduce import dependency.

» India has set a target of 10 percent ethanol
blending in petrol by 2022.

o In the transport sector various other initiatives for
fuel conservation such as

» introducing Bharat Stage (BS) standards
» fixing the maximum speed of cars

» improved road conditions

e India is a signatory to the Paris Agreement
under the United Nations Framework
Convention on Climate Change.

e As part of its Nationally Determined
Contribution (NDC), India has three
quantitative climate change goals —

» reduction in the emissions intensity of gross
domestic product (GDP) by 33 to 35% by
2030 from the 2005 level

» achieving about 40% cumulative electric
power installed capacity from non-fossil fuel
based energy resources by 2030

» creating an additional carbon sink of 2.5 to 3
billion tonnes of carbon dioxide equivalent
through additional forest and tree cover by
2030

Suggestive Measures

o Strict norms for transportation sector: There is
need to introduce strict norms for the operation of
transport vehicles at optimum speed, implement
projects improving road conditions and remove
traffic bottlenecks, especially in urban areas.

» According to a report, these measures alone
can save about 30-35 per cent of the fuel.

o Better energy management: To reduce the

demand for the industrial sector, the government
has to encourage better energy management.

» For example, government initiatives in the iron
and steel industry, petrochemicals industries
have reduced 21 and 32 percent of their fuel
demands.

o Infusing efficient technology in agriculture
sector: In the agriculture sector government has
to promote better farm machinery, efficient foot
valves for lift irrigation, use of agro-residues, and
other non-commercial sources of energy. This will
reduce the fuel demand in agriculture.

o Improved public transport system: The
government needs to build a reliable, well-
connected, sophisticated public transport system.
Such a system must have the potential to cater to
the needs of all sections of the society.

o Shifting to better alternatives: To get a complete
solution, apart from fuel conservation the country
also need to shift to clean and green alternative
energy sources. For example,

» Promoting Solar machines like solar cookers,
solar panel, solar water heaters, wherever it is
feasible.

» Promoting biogas as domestic fuel instead of
kerosene and LPG.

» Promoting the usage of Electric Vehicles and
Ethanol as alternative fuels. At the same time,
exploring the possibility of Hydrogen as a
potential fuel.

o Furthermore, the government can take numerous
initiatives to reduce fuel demand but to see a
real change people in India must be educated to
reduce fuel consumption voluntarily, such as:

» Promoting use of bicycles for shorter
distances

» Switching off engines in signals

» Following the sedate driving style and traffic
rules etc.

» Promoting carpooling etc

® CONCLUSION

The recent India Energy Outlook report mentions
“India’s energy future depends on buildings and
factories that India is going to build and the vehicles
and appliances India is going to buy”. So it is high
time for India to act on fuel conservation and Green
energy initiatives to make India’s energy requirements
sustainable.
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ASSESSING INDIA’S CYBER SECURITY
INFRASTRUCTURE

CONTEXT

According to recent reports (New York Times and Recorded Future), Chinese state-sponsored actors may have
used malware to target India’s power grid system and seaports. The reports claimed that ‘“Red Echo”, a group
sponsored by the Chinese state, was behind the 12 October 2020 grid failure in Mumbai.

© BACKGROUND

Cyberspace and physical space are increasingly
becoming intertwined due to increased software
control.

The major security threat lies to the critical
infrastructure of the nation wherein the attackers
can gain control of vital systems such as nuclear
power plants, financial, transportation or health
systems that can lead to dire consequences.

With the definitive Make in India initiatives
announced by the Indian government and
estimates reporting that over 5 billion devices
would connect to the internet in the coming
months and years, India needs to lay down solid

cybersecurity plans and policies.

The increasing cyber-attacks in the year 2020
have made organizations rethink their security
measures, especially in terms of enterprise data
security.

As organizations expand work-from-home and
remote working solutions for their employees, the
number of vulnerable endpoints increases.

Some recent incidents of Cyber attacks:

In the latest in a series of surveillance and
hacking attempts, a Chinese hacker group
known as Stone Panda had identified gaps
and vulnerabilities in the IT infrastructure and
supply chain software of Bharat Biotech and
the Serum Institute of India, India’s vaccine
manufacturers.

Last year in October, the sudden blackout that
occurred in Mumbai was also suspected to be a
cyber attack originating in China.

» These kinds of cyber attacks are not
uncommon in present times.

» Russia was a pioneer in using this technique
when it turned the power off twice in Ukraine
several years ago.
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Last month (Feb 28, 2021), Massachusetts-
based cybersecurity company ‘Recorded Future’
published a report saying it had observed a
“steep rise” in the use of resources like malware
by a Chinese group called Red Echo to target “a
large swathe” of India’s power sector.

In this regard, a more comprehensive and objective
assessment of India’s cyber ecosystem is in urgent
need.

® ANALYSIS

The concept of cyber attack

0]

The concept of a cyber attack or a computer
network attack is rooted in this description.

It can be described as a “deliberate exploitation
of computer systems, technology-dependent
enterprises and networks.”

Cyber attacks use “malicious code to alter
computer code, logic or data, resulting in disruptive
consequences that can compromise data and lead
to cybercrimes, such as information and identity
theft”

Cyberattacks give a country another option — less
devastating than a nuclear attack, but capable of
giving the country a strategic and psychological
edge. China's recent cyber aggression can be
analyzed through this lens.

Possible reasons for increased cyber attacks from
China:

» One major factor is the border clash between
the two countries in June 2020

» Chinese may be using cyber attacks as a means
of deterrence against India

e Until recent years, China’s focus had been
on information theft

e But Beijing has been increasingly active in
placing code into infrastructure systems,
knowing that when it is discovered, the fear
of an attack can be as powerful a tool as an
attack itself.

» When vaccine companies are targeted, the
motive could be competition
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Different types of Cyberattacks

Botnet: Botnet is a network of devices that have
been infected with malicious software, such as
a virus.

Malware: Malware is a term used to describe
malicious software, including spyware, ransomware,
viruses, and worms. Malware breaches a network
through a vulnerability, typically when a user clicks
a dangerous link or email attachment that then
installs risky software.

Phishing: Phishing is the practice of sending
fraudulent communications that appear to come
from a reputable source, usually through email.

Ransomeware: Among the types of cyber warfare
attacks, ransomware stands as one of the riskiest
ones as highly critical information can be at stake.
In a ransomware attack, the victim is forced to
delete all necessary information from their system
if they fail to pay a ransom within the timeline given
by cybercriminals.

Trojan Horses: A Trojan is a malware software
program that aims at hacking digital devices by
appearing as useful software to the victims.

» It is one of the most dangerous types of
Cyberattacks. It helps attackers get financial
details alongside all other confidential
information of the victims.

Worm: A worm is a type of malware that doesn’t
attack a host file and replicates itself as it travels
across computers and networks and leaves copies
of itself in the memory of each computer.
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What are the major dimensions of cyber

threats?

There are three major dimensions of cyber threats:

[°]

Thus cyber security becomes important for the

Cyber Wars: A cyber war is a "No contact” war,
where the idea is to attack the critical information
(Charchitecture of another state. Eg. Israel used
STUXNET malware to destroy the Iranian nuclear

programme.

Cyber Crimes: Involves use of cyberspace for
criminal activity including identity thefts and
financial frauds. Eg. Adhaar card data and other

biometric information has been hacked

Cyber Terrorism: It is the use of cyberspace by a
terrorist group for propaganda and recruitment. Eg.
fake videos to incite and radicalize the vulnerable

target

internal and well as external security of India.

Understanding the current state of cyber

security in India:

o National Security Council: The National
Security Council, chaired by National Security
Adviser (NSA), plays a key role in shaping India's
Cyber Policy Ecosystem.

» The NSA also chairs the National Information
Board, which is the apex body for cross-ministry
coordination on cybersecurity policymaking.

o Cyber Security Policy: The National Cyber
Security Policy, 2013 was developed to build
secure and resilient cyberspace for India’s citizens
and businesses.

o ITAct, 2000: Currently, the Information Act, 2000
is the primary law for dealing with cybercrime and
digital commerce in the country.

o NTRO: The National Technical Research
Organisation (NTRO) is the main agency designed
to protect national critical infrastructure and to
handle all the cybersecurity incidents in critical
sectors of the country.

e NCIIPC: The National Critical Information
Infrastructure Protection Centre (NCIIPC) was
established under NTRO in 2014 to facilitate the
Protection of Critical Infrastructure.

o CERT-In: The Indian Computer Emergency
Response Team (CERT-In) is responsible for
incident responses including analysis, forecasts
and alerts on cybersecurity issues and breaches.

o Indian Cyber Crime Coordination Centre (14C):
The Central Government has rolled out a scheme
for the establishment of the Indian Cyber Crime
Coordination Centre (I4C) to handle issues related
to cybercrime in the country in a comprehensive
and coordinated manner.

Recent measures

o Cyber Crime Volunteers: The Indian Cyber Crime
Coordination Centre (14C), under the Ministry of
Home Affairs (MHA), recently launched the Cyber
Crime Volunteers Program with the aim to allow
citizens to register themselves as "Cyber Crime
Volunteers'.

» While the country had earlier used vertical
surveillance (usually state observes the
citizens), this new initiative is a case of Lateral
surveillance (it is the case of social surveillance
or peer-to-peer surveillance ).

o Cybercrime reporting portal: The Government
has launched the online cybercrime reporting
portal,  www.cybercrime.govin  to  enable
complainants to report complaints pertaining to
Child Pornography/Child Sexual Abuse Material,
rape/gang rape imageries, or sexually explicit
content.

I www.iasscore.in I




WEEK - 3 (MARCH, 2021)

(0]

CURRENT AFFAIRS

Al ey |

Cyber Swachhta Kendra: Cyber Swachhta Kendra
(Botnet Cleaning and Malware Analysis Centre)
has been launched for providing detection of
malicious programs and free tools to remove such
programs.

What are the gaps in India’s Cyber
Security?

]

©

The Institutional Framework has been plagued
with concerns around

» lack of effective coordination
» overlapping responsibilities

» lack of clear institutional boundaries and
accountability

Outdated strategies: India’s National Cyber
Security Strategy, which has been drafted by the
NSC — a much-needed update to the National
Cyber Security Policy 2013 — is yet to be
released.

Inappropriate approach to deal with cyber
conflict: India is also yet to clearly articulate a
doctrine that holistically captures its approach
to cyber conflict, either for conducting offensive
cyber operations, or the extent and scope of
countermeasures against cyber attacks.

Absence of credible cyber deterrence strategy:
The absence of a credible cyber deterrence strategy
means that states and non-state actors alike
remain incentivized to undertake low-scale cyber
operations for a variety of purposes — espionage,
cyber crime, and even the disruption of critical
information infrastructure.

International Telecommunication Union (a
specialized agency of UN), ranked India HIGH
in commitment to cyber security in its ‘Global
Cyber Security Index -2018"
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What measures are required?

o Effective strategy and transparency: Clearer
strategy and greater transparency are the need of
the hour to improve India’s cybersecurity posture.

o Better coordination: Improved coordination is
nee